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Social Media Policy 
 

Introduction 
 
Employees may be able to access social media (such as Facebook, Twitter etc.) at work, either through 
the Employers IT systems or their own device. 
 
Social media can bring significant benefits to the Employer, particularly in building relationships with 
others.  Misuse of it can cause great harm. 
 
This policy applies to all staff who use social media when at work whether for business or personal 
reasons. 
 
It applies no matter whether that social media use occurs at your place of work or while travelling for 
business or while working from home. 
 
Everyone who operates a company social media account or who uses their personal social media 
accounts at work has responsibility for implementing this policy. 
 

Rules 
 

 If unsure, don’t post.  Be cautious.  If an update or message might cause complaints or offence 
do not post it. 

 

 Be courteous. 
 

 Watch out for security threats.  Be on guard against malware and phishing etc.  Social networks 
are commonly used to send out spam or Trojans. 

 

 Limit personal use.  Employees should not post on social media during their working hours. 
 

 Don’t be tempted to escalate.  It’s easy to post a quick response to someone else’s post that 
you consider contentious.  Think before doing so.  Consider delaying 24 hours for mature 
reflection. 

 

Authorised Use 
 
Only those who are authorised to use the Employer’s social networking accounts may do so. 
 
No social media accounts in the Employer’s name or an obvious derivative of it may be set up, except 
with express prior authorisation. 
 

Inappropriate Use 
 
No social media account may be used to share or spread inappropriate content, or to take part in any 
activities that could bring you or your Employer into disrepute. 
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Acceptable and Unacceptable Uses 
 

Acceptable 
 

 Employees may use their personal social media accounts for work-related purposes during 
regular working hours, but only if for a specific reason (e.g. competitor research).  Social media 
use must not affect the ability of employees to carry out their work properly. 

 

 Use of social media accounts for non-work purposes is restricted to non-work times, i.e. formal 
breaks and lunch times. 

 

Writing About Your Employer 
 

 Ensure it is clear that individuals social media accounts do not represent your Employer’s views 
or opinions. 

 

 You may wish to include a disclaimer in your profiles e.g. “the views expressed here are my own 
and are personal to me and are not the views of my Employer”. 

 
Unacceptable 
 

 Posting or reposting material that is defamatory or which may incur liability for your Employer. 
 

 Posting messages or links to material or content that is inappropriate, such as: 
 

o Pornography, racial or religious slurs, gender-specific comments, anything encouraging 
or approving of criminality or terrorism, or materials relating to cults, gambling and 
illegal drugs or anything that could reasonably offend on the basis of race, age, sex, 
religious or political beliefs, national origin, disability, sexual orientation, or any other 
characteristic protected by law. 

 

 Use of social media for any illegal or criminal activities. 
 

 Sending offensive or harassing material to others. 
 

 Expressing unsolicited views on social, political, religious or other non-business related matters. 
 

 Sending or posting messages or material that could damage your Employer’s image or 
reputation. 

 

 Sharing or linking to any content or information held by your Employer that is or could be 
confidential or commercially sensitive. 

 

 Sharing or linking to data that could breach your Employer’s data protection obligations. 
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Enforcement, Monitoring and Sanctions 
 

 Your Employer reserves the right to monitor how social networks are used which either are: 
 

o accessed through Employees resources or 
 

o open to view by members of the public or sections of the public. 
 

 Breaching this social media policy is a serious matter.  Those who do so will be subject to 
disciplinary procedures including (in appropriate cases) termination of employment. 

 

 Employees may also be held personally liable for violating this policy. 
 

 If appropriate (e.g. in the event of the apparent commission of a hate crime) your Employer may 
be compelled to report matters to the Police or other Government Agency. 

 
 


